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1. AliceStreet Secure Channel

1.1 Introduction

AliceStreet Secure Channel is a completely encrypted SSL VPN channel running from the
users PC to the AliceStreet Conference Center. The system supports SSL VPN and provides
the secure channel between the AliceStreet client application and the AliceStreet Conference
Center.

There are two types of secure connections for AliceStreet.

e Enterprise users who have installed AliceStreet servers within their own operating
environment. Please contact your Administrator for your secure connection details.
AliceStreet solutions will work with most VPN vendor appliances from major
manufacturers. If the Enterprise user is not operating an appliance based VPN, then
AliceStreet Secure Channel can be deployed on CPE or be hosted in one of AliceStreet’s
Secure Global Conference Centres.

e Licensed users who are subscribing to AliceStreet solutions located in one of
AliceStreet’s Secure Global Conference Centres. The following applies to all users in this
category including any on demand pay as you go users.

AliceStreet is using Secure Sockets Layer (SSL) as cryptographic protocols that provide
secure communications, for the AliceStreet application, on the Internet for connecting to
AliceStreet Conference Centres around the world.

Securing only AliceStreet applications allows the user to use all of his or her other regular
applications while in an AliceStreet Conference. All that the user requires is to be able to
browse the internet using port 443 or HTTPS sites with authorization to use HTTPS, SSL,
UDP and TCP protocols. In that way he can connect from his company through the firewall to
the SSL VPN and establish an AliceStreet meeting.

AliceStreet Secure Channel uses appliances from SonicWall where the customer is not using
their own VPN appliances for remote communications. The appliances AliceStreet has
chosen have been selected for their ability to deal with the following technical concerns:

Application Encryption

Compatibility to the already heavily compressed data generated by AliceStreet
Tight integration to authentication databases

Latency

Ease of use

MTBF

Stability

Low bandwidth overhead

1.2 Advantages
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AliceStreet Secure Channel rounds out the AliceStreet solution and assists in the overall
technical mission in delivering to the marketplace a secure audio, video and data
communications solution. The technical advantages:

e Multipoint video (up to 16 people simultaneously)
Single secure port access

Fully encrypted conferencing

Fully encrypted data collaboration tools.

Low user bandwidth with encryption

Low latency with encryption

1.3 Encryption Overview

Encryption enables users to encode data, making it secure from unauthorized viewers.
Encryption provides a private and secure method of communication over the Internet.

A special type of encryption known as Public Key Encryption (PKE) comprises a public and a
private key for encrypting and decrypting data. With public key encryption, an entity, such as
a secure Web site, generates a public and a private key. A secure Web server sends a user
accessing the Web site a public key. The public key allows the user's Web browser to decrypt
data that had been encrypted with the private key. The user's Web browser can also
transparently encrypt data using the public key and this data can only be decrypted by the
secure Web server’s private key. Public key encryption allows the user to confirm the identity
of the Web site through an SSL certificate.

To prevent unauthorized eavesdropping, AliceStreet uses the PKE protocol to allow the
AliceStreet applications to communicate across a network in a way designed to prevent
eavesdropping. PKE provides endpoint authentication and communications privacy over the
Internet using cryptography.
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2. Connecting to a secure AliceStreet
Conference Center

To connect to a secure AliceStreet Conference Center the first time, you will need to
download and install a small client to affect the secure channel from you to the Conference
Center. AliceStreet has selected SonicWall to bring you the easiest, behind the firewall
secure videoconferencing.

Install the SSL-VPN client from the link provided to you by your meeting organizer. Please
note that your username and password will be uniquely yours for each meeting on a specific
AliceStreet Conference Center. Should you not have immediate access to your SSL-VPN
client, you can download from:

http://www.alicestreet.com/ASCC Software/SecureChannel/AliceStreetSecureChannelSSLvp
nnetExtender eng 2.5.0.1.msi

2.1 Installing the Secure Channel client

_EI AliceStreetSecureChannelss..
| Windows Installer Package
_'-l KB

Double click on the Icon labelled:

File Download - Security Warning x|

Do you want to run or save this file?

@ MName: sslvpnnetExtender_eng_2.5.0. 1.msi
Type: Windows Installer Package, 794E

From: www.walled.net

Run Save | Cancel I

patentialy ham your computer. f you do not trust the source, do not

|$) While files from the Intemet can be useful, this file type can
run ar save this software. What s the risk?

Click Run or save:
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Internet Explorer - Security Warning i[

The publisher could not be verified. Are you sure you want to run this
software?

Mame: ssivpnnetExtender_eng_2.5.0. 1.msi
Publisher: Unknown Publisher

Run | Don't Run I

should only run software from publishers you trust. How can I decide what
software to run?

@ This file does not have a valid digital signature that verifies its publisher, You

Click Run:

Click Next;

i SonicWALL SSL-VPN NetExte =10 x|

Welcome to the SonicwWALL SS5L-WVPHN

NetExtender Setup Wizard SONICWALL :

The ingtaller will quide vou through the steps required to install SonicwiaLl SSLAYPH
MetExtender on your computer.

Click "Mext" to continue.

WARMIMG: This computer program iz protected by copenght law and international treaties.
|Inauthorized duplication or distibution of this program, or ang paortion af it may result in severe
civil or criminal penaltiez, and will be prozecuted to the masimum extent possible under the law.

Cancel Previous Mext

Click “I agree” and Next
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=lolx|
License Agreement )
SONICWALL

Please take a moment to read the license agreement now. |f you accept the terms below, click '
Agree”, then "Mext", Othemwize click "Cancel".

Software License Agreement il

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT
("AGEREEMENT") CAREFULLY BEFORE DOWNLOADING

THE SOFTWARE. BY CLICKING ON THE "YES" BUTTON
BELOW, YOU INDICATE YOUR ACCEPTANCE OF THE

TERMS OF THIS LEGAL AND BINDING AGREEMENT AND
ARE CONSENTING TO BE BOUND BY AND ARE

BECOMING A PARTY TO THIS AGREEMENT. IF YOUDO  =|

™ | Do Mot Agree v | Agree

Cancel Previous | Mext I

Click on Next

(5[
Confirm Installation - ")
SONICWALL

The inztaller iz ready to install SomcwWALL SSLAPH MetExtender on your computer.

Click "Mext' ta start the inzgtallation.

¥ Create a SonicwALL SSLWPN MetE stender shartcut on Desklop.
¥ Create a SonicwaLL SSLAPN MetE stender shortcut on Starthdenu.
¥ Create a Sonicwall SSL-VPH MetEstender shartcut on QuickLaunch bar.

Cancel Previous M ext
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Click on Next

[
Confirm Installation P '3
SONICWALL

The inztaller iz ready ta inztall SonichwALL SSLAPR MetExtender on your computer.

Click "Mext' to start the ingtallation.

¥ Create a Sonicwall S5L-VPM MetEstender shartcut on Desklop.
¥ Create a SonicwaLL S5L-VPH MetE stender shartcut on Starttenu.
¥ Create a SonicwaSLL SSLVPH MetE stender shartcut on QuickLaunch bar.

Cancel Presviouz Mext

Click on Close
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=X
Installation Complete SDNICWALL

SonicwialL S5L-WPN MetEstender has been sucessfully installed.

Click "Cloze" to exit,

¥ Launch Sonicwall SSLAPN NetEstender

Lancel | Fresiaus | Cloze

Note that you may be asked to restart your PC.
2.2 Connecting the Secure Channel client

If you are not already connected to an AliceStreet Conference Center using SecureChannel,

R¥% | SonicWALL SSL-VPN NetExtender
then click on the Icon and the following window will

appear:
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B SonicWALL 55L-VPN NetExtender |3

SONICWALL > ssL-vPN NetExtender

SSL-VPN Server: ﬂ
User name:
Password:
Diomain:
Connect
Alweays ask for user name & password -

Caopyright @ 2007 SanicWwaLL, Inc,

You will need the SSL-VPN server name from your host, in addition to your user name and
password.

If you are using the AliceOnDemand Conference Manager (AoD-CM), your user name and
password is the same as you registered with AoD CM. Please contact your meeting
organizer, or your security administrator with any questions.
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Once you have entered the relevant information,

ﬂ'l SonicWALL S5L-VPM MetExtender

SONICWALL > ssL-vPN NetExtender

SSLVPN Server:  B5.222 222 222 n
User name: useri@alicevpn.net

Password: wesessssses

Domain;  AliceStrest

Connect

Always ask for user name & passward -

Copyright @ 2007 Sonicwall, Inc,

the

following window will appear:
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Connecting...

E’I SonicWALL 55L-VPN MetExtender

SONICWALL> ssL-vPN NetExtender

Initializing connection parameters. .

Caopyright @ 2007 SanicWwaLL, Inc,

After verification and initialization, you will see:

ﬂ’l SonicWALL 55L-VPN MetExtender

SONICWALL ssL-vPN NetExtender

Status:
Server:
Client IP:
Sent:
Received:

Cruaration:

Connected

BB

10.1.30.101
7166 bytes
1374 bytes

0 Days 00:00:37

Disconnect
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This verifies your Secure Channel is operating and you may connect to the meeting room
URL you have been sent.

Remember, AliceStreet Secure Channel is designed to secure only the AliceStreet
Conference Center application. This means your email and other vital day to day tools will
work even while securely connected to an AliceStreet Conference.

2.3 Verifying your Secure Channel connection

You can further monitor your SSL VPN Secure Channel by clicking on the J in your taks
tray at the bottom left of your display. Once clicked, the following will display:

Show SonicWALL 550 -VPN Netbxdtender

Disconnect
Status: Connected Connection Status b
Server: B6. Route Information »
Client IP: 10.1.30.101 .

View log...
Sent: 10507 Bytes Preferences...
Received: 3300 Bytes About...

Exit

End of section
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